


Abstract

• The article ”Overview on Regulatory Policies for Cryptocurrencies in Major Countries and

Regions” aims to provide a comprehensive analysis of the global cryptocurrency regula-

tory landscape, offering valuable insights for investors and policymakers. It begins with a

statistical analysis of the legalization and regulatory policies surrounding cryptocurrencies

worldwide, summarizing their legal status and categorizing countries accordingly.

• The study focuses primarily on G20 nations, which collectively account for a significant

share of the global population, trade volume, and GDP, making their regulatory policies

particularly influential on a global scale.

• A detailed examination of cryptocurrency regulations in G20 countries, including the Uni-

ted States, China, and EU member states, highlights their unique approaches while also

revealing global regulatory trends. The article identifies key features of regulatory policies

acrossmajor nations and regions, such as the gradual formation of regulatory frameworks,

increased international cooperation, and an emphasis on investor protection and comba-

ting illegal activities.

• Finally, the article explores the impact of these regulatory policies and provides recom-

mendations tailored to regulatory agencies, cryptocurrency businesses, and investors.

The goal is to foster technological innovation and development while ensuring investor

protection.
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1 Introduction

Since Bitcoin’s genesis block was mined by Satoshi Nakamoto on January 3, 2009, in a server
located in Helsinki, Finland, and its first use in a transaction shortly thereafter, the cryptocurrency

market has seen rapid adoption and remarkable growth over the past 15 years. Simultaneously,

the regulatory policies of major global nations concerning cryptocurrencies have garnered in-

creasing attention from various stakeholders.

After reviewing relevant data and materials, we found that cryptocurrencies are currently legal

in 119 countries and regions, meaning that well over half of the world’s nations have legalized

them. However, this report does not aim to detail the specific regulatory policies of every country

but rather provides a general overview. The primary focus is analyzing the regulatory policies of

major nations and regions, particularly those within the G20, broadly representative due to their

geographical balance between developed and developing nations. These countries collectively

account for two-thirds of the global population, 80% of global trade, and 90% of global GDP.

This report will comprehensively analyze cryptocurrency regulation across multiple dimensions,

including statistical data on global regulatory environments, an overview of policies in key na-

tions and regions, summaries of characteristics and trends, and the impacts and recommenda-

tions of these policies.

This report will give readers a more holistic understanding of the current global cryptocurrency

regulatory landscape, providing valuable references for investment and decision-making.
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2 Statistical Analysis of Cryptocurrency Legalization and

Regulatory Policies Worldwide

2.1 Global Cryptocurrency Legalization Statistics and Policy

Overview

Figure 1: Overview of Cryptocurrency Legality in Different Countries

According to recent data from CoinGecko[1], the global legal landscape for cryptocurrencies

can be categorized into five scenarios based on the chart above, represented by green, red,

orange, gray, and bank icons: legal, illegal, unregulated, no data, and legal but restricted by

banking bans. Cryptocurrencies are legal in 119 countries and regions, meaning that more than

half of the world’s nations have recognized them. Among these, 64.7% are emerging and de-

veloping countries from Asia and Africa. However, 20 of these 119 countries impose banking

bans, restricting financial institutions from interacting with cryptocurrency exchanges or users.

In Europe, 39 out of 41 countries recognize cryptocurrencies as legal, except North Macedonia,

where they are illegal, and Moldova, where the status is unclear. In the Americas, 24 out of 31
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countries have legalized cryptocurrencies, with Bolivia being an exception, while Guatemala,

Guyana, Haiti, Nicaragua, Paraguay, and Uruguay have yet to establish an official stance. In

Africa, 17 out of 44 countries have legalized cryptocurrencies. Meanwhile, in Asia, 35 out of 45

countries recognize them as legal.

2.2 Global Cryptocurrency Regulation, National Attitudes,

Legal Tender Use, and Ownership Summary

Through extensive research and data analysis, this section provides a comprehensive overview

of the legal status of cryptocurrencies, regulatory frameworks, national attitudes, use as legal

tender, and ownership trends across different countries. The findings reveal the complex global

landscape of cryptocurrency regulation, detailed as follows[2]:

Figure 2: Current State of Global Cryptocurrency Regulation
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2.2.1 Cryptocurrency Regulation Frameworks

Proportion of Regulated Nations: Among the 119 countries where cryptocurrencies are legal,

only 62 countries (52.1%) have enacted comprehensive regulatory frameworks. Countries im-

plementing such regulations have increased by 53.2% since 2018.[3]

Classification of Regulatory Entities: Of the 62 countries with regulations,36 are individual na-

tions, 22 are EU member states, 4 are UK overseas territories. These nations are evenly split

between developed economies and emerging or developing economies. Many countries have

chosen to adapt existing frameworks, incorporating cryptocurrencies into tax laws, anti-money

laundering (AML), and counter-terrorism financing (CTF) laws.

2.2.2 Progress and Challenges Among Major Economies:

Countries with Established Frameworks: Advanced economies like France, Japan, and Germa-

ny have successfully established robust cryptocurrency regulatory frameworks.

Countries Facing Challenges: Countries such as Italy, the United States, Canada, and the Uni-

ted Kingdom face challenges in implementing comprehensive regulations. These difficulties are

compounded by the involvement of multiple government and financial regulatory agencies, le-

ading to increased regulatory complexity.

In contrast, EU member states operate under a unified approach via EU-wide crypto asset re-

gulations, which provide greater consistency.

2.2.3 Cryptocurrencies as Legal Tender

Only El Salvador and the Central African Republic (CAR) have adopted cryptocurrency as le-

gal tender. Currently, El Salvador remains the only country actively using cryptocurrency in this

capacity. El Salvador passed the Bitcoin Law in August 2021 and the Digital Securities Law

in January 2023. However, Bitcoin adoption within the country remains relatively low, and El

Salvador ranks poorly on the cryptocurrency adoption index.

The Central African Republic adopted Bitcoin as legal tender in April 2022, but due to economic

challenges, the decision was reversed in March 2023.

Bhutan is actively advancing Bitcoin usage. The Bhutanese government has accumulated signi-
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ficant Bitcoin reserves through participation in Bitcoin mining and plans to incorporate it as part

of its national reserves. As of November 2024, the value of Bhutan’s Bitcoin holdings exceeds
one-third of its GDP, making Bhutan the fourth-largest Bitcoin holder in the world.

2.2.4 National Attitudes Toward Cryptocurrency

Neutral Countries: There are 25 countries classified as “neutral”toward cryptocurrency. Of

these, 24 have implied bans or restrictions imposed by their central banks or governments.

Uruguay is cautiously optimistic about cryptocurrency; while it does not regulate the sector, the

Central Bank is evaluating pilot projects and has proposed a cryptocurrency bill.

Countries Where Cryptocurrency is Illegal: Twenty-two countries have completely banned the

use and trade of cryptocurrency. Most of these are in Africa, with additional bans in seven Asian

countries, North Macedonia in Europe, and Bolivia in the Americas.

2.2.5 Cryptocurrency Ownership in Practice:

High Ownership in Countries with Bans: Despite China’s comprehensive ban on cryptocur-

rency activities since 2017, it remains the second-largest cryptocurrency holder globally, with

an estimated 4.08% of the population (approximately 58 million people) owning cryptocurrency.

Other countries with bans, such as Egypt, Bangladesh, Bolivia, Iraq, and Myanmar, also have

notable portions of their populations holding cryptocurrency.

Adoption Index Rankings in Prohibition States: Countries like Egypt, Nepal, Morocco, and Chi-

na, despite enforcing outright bans, were listed among the top 30 countries in the Chainalysis

2022 Global Cryptocurrency Adoption Index. This indicates that even with legal restrictions,

cryptocurrency usage remains significant in these nations.
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Figure 3: Cryptocurrency Compliance Status Across Countries

The above is our overview and analysis of the global regulatory policies and various cryptocurrency-

related situations, including the legal status of cryptocurrencies worldwide. Based on their legal

status, countries have been categorized accordingly for reference. Since the data involves al-

most every country globally, we will not provide a detailed description of each country. Instead,

we will focus on summarizing the regulatory policies of major countries or regions around the

globe, selecting the G20 countries as they hold broad representativeness. These include the

United States, China, the European Union, the United Kingdom, Japan, France, Germany, Ca-

nada, Italy, Russia, Australia, Brazil, Argentina, Mexico, South Korea, Indonesia, India, Saudi

Arabia, South Africa, and Turkey.

As the introduction states, the G20 balances the geographical and economic differences betwe-

en developed and developing countries, accounting for two-thirds of the world’s population,

80% of global trade, and 90% of global GDP. From a proportional perspective, the regulatory

policies of these major countries can serve as a comprehensive reference for global insights,

aligning with the theme of this report. Next, we will focus on discussing the regulatory policies

of major G20 countries by continent.
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3 Overview of Regulatory Policies for Cryptocurrencies

in Major Countries

3.1 Summary Table of Cryptocurrency Regulation Policies in

G20 Countries

Figure 4: Global Overview of CryptoCurrency Regulatory Policies

Before delving into major global countries’ specific cryptocurrency regulatory policies, we have

prepared a summary table exclusively[4]. This table briefly outlines the cryptocurrency regula-

tory agencies, legislation/policies/statements/measures, dates of passage or implementation,
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and the main content for each G20 country. It provides a quick overview of the core content

of this article, which is also the theme of this report: the cryptocurrency regulatory policies of

major countries. The following sections will detail the cryptocurrency regulatory policies of the

G20 countries in chronological order.

3.2 Americas

3.2.1 United States

Let’s start with the United States, where cryptocurrency regulatory policies have undergone

numerous changes. In recent years, as the scale of the cryptocurrency market has grown ra-

pidly, U.S. regulatory agencies have increasingly strengthened oversight of the cryptocurrency

industry.

OnMay 22, 2024, the U.S. House of Representatives passed the Financial Innovation and Tech-

nology for the 21st Century Act (FIT21)[5] with a vote of 279 to 136. The bill, spearheaded by the

Republican Party, aims to amend existing securities and commodity regulatory laws to establish

a regulatory framework for digital assets and promote the development of the cryptocurrency

industry. Judging from its name, FIT21 is expected to shape the cryptocurrency sector for the

next decade and possibly influence the remainder of the 21st century.

Figure 5: Financial Technology Innovations of the 21st Century
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The Biden administration has shown a mixed stance toward cryptocurrency. On the one hand, it

officially approved the launch of spot Bitcoin and Ethereum ETFs earlier this year; on the other

hand, it has implemented measures such as imposing taxes and attempting to classify more

altcoins as securities to tighten regulations. By contrast, during Trump’s previous term, his

administration exhibited a relatively dismissive attitude toward cryptocurrency. However, over

the past six months, Trump has displayed a friendlier stance, repeatedly pledging to protect

crypto assets from excessive regulation and promoting Bitcoin as a ”national strategic reserve.”

Following Trump’s re-election on November 5, Bitcoin’s price hit consecutive all-time highs, pe-

aking at over $93,000. With Trump returning to office, the market anticipates a relatively relaxed

regulatory environment for the crypto industry.

The United States’approach to cryptocurrency regulation is comprehensive, involving multiple
agencies and legal frameworks, including the Securities and Exchange Commission (SEC), the

Commodity Futures Trading Commission (CFTC), the Federal Reserve (Fed), and the Finan-

cial Crimes Enforcement Network (FinCEN). SEC: Responsible for regulating cryptocurrency

securities such as NFTs and ICOs. SEC Chair Gary Gensler has emphasized that many crypto-

currencies and ICOs should be treated as securities and regulated accordingly. For example, the

SEC filed a securities fraud lawsuit against Silvergate Capital Corp., accusing it of misleading

investors following the collapse of FTX. CFTC: Oversees cryptocurrency derivatives trading,

such as futures and options. The CFTC generally adopts a more lenient regulatory stance, tre-

ating cryptocurrencies as commodities rather than securities. Legislators have shown interest

in transferring cryptocurrency regulatory authority from the SEC to the CFTC. Federal Reserve:

Focuses on monetary policy and financial market stability. The Fed’s interest rate cuts have

lowered borrowing costs, driving capital inflows into the cryptocurrency market. FinCEN: Re-

sponsible for anti-money laundering (AML) and counter-terrorist financing (CTF) regulations.

FinCEN requires cryptocurrency exchanges to conduct AML checks, verify customer identities,

and report suspicious transactions.

In addition, Hawaii’s regulatory sandbox program has ended, allowing cryptocurrency com-

panies to operate in the state without needing a money transmission license issued by Hawaii,

though federal regulations still apply.

In June this year, the U.S. Treasury finalized new rules targeting tax evasion through crypto-

currencies. These rules require cryptocurrency exchanges and payment processors to report

user transaction information to the IRS. The rules, effective in 2026, will cover all transactions

from 2025 onwards and apply only to platforms holding digital assets, such as Coinbase and
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Binance. Separate regulations for decentralized crypto platforms are expected at a later date.

Moreover, the IRS has issued new rules requiring taxation on cryptocurrency and stablecoin

transactions. The Treasury Department has proposed additional rules mandating some cryp-

tocurrency traders to provide identity information to prevent anonymous asset transfers by cri-

minals. For transactions exceeding $3,000, banks and cryptocurrency platforms must retain

customer and counterparty records to verify their identities. Any cryptocurrency transactions

exceeding $10,000 involving unhosted wallets must be reported to FinCEN every 15 days.

Currently, the Republican Party is generally more favorable toward the cryptocurrency industry,

while the Democratic Party holds a more pessimistic view. With Trump’s recent election victory,
it remains uncertain how cryptocurrency regulations may evolve or what specific impacts they

might have, but the possibility of policy uncertainty looms.

Figure 6: Structure of the U.S. Bureaucratic System

It should also be noted that among the various regulatory agencies in the U.S. economic and

financial sectors mentioned above, the Federal Reserve and the Securities and Exchange Com-

mission, along with its chairman, are independent administrative agencies not controlled or ap-

pointed by the President[6]. Therefore, implementing certain cryptocurrency regulatory policies

mentioned earlier is generally not subject to adjustment or change due to a presidential transi-

tion.
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Figure 7: Illustration of Cryptocurrency in Canada

3.2.2 Canada

Canada adopts relatively flexible regulatory policies for cryptocurrencies in the North American

region. The latest update at the end of September this year indicates that Canadian securities

regulators have extended the compliance deadline for cryptocurrency exchanges to the end of

2024. This extension gives exchanges more time to meet regulatory requirements or propose

safer alternatives. However, platforms that fail to comply by the deadline may face penalties, in-

cluding being prohibited from offering certain products. Those that meet compliance standards

will be allowed to continue operations.

The Canadian Securities Administrators (CSA) require cryptocurrency exchanges to register

and comply with investor protection and anti-money laundering regulations. The Canada Re-

venue Agency (CRA) classifies cryptocurrency as a form of property[7], and under the Income

Tax Act, profits from cryptocurrencies are taxable as either business income or capital gains.

Additionally, Canada has introduced cryptocurrency ETFs, offering investors an indirect chan-

nel for investing in cryptocurrencies.
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3.2.3 Mexico

In June 2021, Mexico’s central bank, Ministry of Finance, and National Banking and Secu-

rities Commission jointly declared that virtual currencies are not legal tender under Mexican

law and prohibit their use within the country’s financial system. Following the inauguration

of a new president in June 2024, the previous cryptocurrency regulatory policies have been

upheld, with no comprehensive legislation introduced for the crypto industry. However, the go-

vernment imposes a 20% tax on cryptocurrency earnings. Other regulations include requiring

cryptocurrency exchanges to register in compliance with global anti-money laundering (AML)

and counter-terrorism financing (CTF) standards. Additionally, blockchain regulation has focu-

sed on enhancing the security of the technology and its ecosystem.

3.2.4 Brazil

Brazil’s regulatory framework for cryptocurrencies is gradually taking shape. On November

13, 2024, the Central Bank of Brazil announced that traditional financial institutions would be

allowed to enter the cryptocurrency market. At the same time, the government is preparing new

regulations that set high compliance thresholds, including the requirement to obtain a Virtual

Asset Service Provider (VASP) license.

On November 15, the Brazilian Chamber of Deputies approved a new regulatory framework

allowing the use of cryptocurrencies as a means of payment in Brazil. Under the provisions of

Code PL 4401/2021, virtual currencies are now included within the central bank’s definition

of ”payment agreements.” The framework, designed to regulate a broad category of financial

instruments called ”virtual assets,” has passed both chambers of Congress and only awaits pre-

sidential approval to become law.

Brazil’s securities regulator is also formulating cryptocurrency policies, mandating that exchan-

ges register and comply with AML regulations. Additionally, Brazil plans to fully roll out its cryp-

tocurrency, the ”digital real,” by the end of the year.
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3.2.5 Argentina

On November 17, 2024, Argentina’s National Securities Commission (CNV) updated its in-

vestment framework to include cryptocurrencies such as Bitcoin and Ethereum in open-ended

mutual funds (FCIs). This decision signifies that digital assets are gradually being accepted as

part of traditional investment portfolios, reflecting the growing global acceptance of cryptocur-

rencies in financial markets.

Argentina’s new cryptocurrency law requires holders to declare their assets to the state, with

failure to comply resulting in civil penalties or criminal liability for tax evasion. On October 22, the

CNV introduced a regulatory draft for the operation of Virtual Asset Service Providers (VASPs)

to enhance user protection while imposing new compliance requirements on industry partici-

pants. The draft mandates cryptocurrency companies to disclose agreements with third parties

and clients, implement AML and CTF policies, establish cybersecurity standards, and meet mi-

nimum capital requirements based on the type of crypto business.

In July 2024, the Argentine government removed a cryptocurrency tax as part of a contentio-

us omnibus bill. The law mandates taxpayers to declare ownership of previously undeclared

assets, including cryptocurrencies. Under this framework, those who declare Bitcoin or other

cryptocurrencies to the government are eligible for tax exemptions.

Due to the severe inflation of the Argentine peso, citizens widely regard cryptocurrencies as a

legitimate means of payment. However, the Financial Intelligence Unit (FIU) has intensified its

oversight of cryptocurrency transactions, requiring exchanges to register and comply with AML

regulations.
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Figure 8: Progress of the Ctypto Industry Under Regulation

The image depicts Wyoming passing the Decentralized Autonomous Nonprofit Organization

(DUNA) Act, the U.S. House of Representatives approving the 21st Century Financial Innova-

tion and Technology Act (FIT21) with bipartisan support, and the European Union implementing

the Markets in Crypto-Assets (MiCA) Regulation[8].

3.3 Europe

3.3.1 European Union (including Germany, France, and Italy)

The regulation of cryptocurrencies in Europe is relatively complex. The European Union (EU)

and its member states have varied positions and approaches toward cryptocurrency regulation.

The European Commission has been working on establishing a unified regulatory framework to

address market risks and protect investor interests.

Although the EU provides a common regulatory framework, the specific implementation details

and enforcement vary among member states. For instance, countries like France, Italy, and

Germany have their own regulatory bodies, such as the Autorité des marchés financiers (AMF)

in France, the Italian Ministry of Finance, and BaFin (Federal Financial Supervisory Authority)
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in Germany.

Some EU member states, such as Germany and France, have already implemented relatively

clear cryptocurrency regulations, requiring cryptocurrency exchanges and wallet providers to

register and comply with relevant regulations. As EU regulations apply to all member states,

this section will not detail the specific rules of individual countries like France, Germany, or Ita-

ly, but will instead provide a general overview[9].

Figure 9: EU’s Commitment to Cryptocurrency Regulation

The European Union’s regulatory policy for cryptocurrencies has taken shape. The European

Commission introduced the Markets in Crypto-Assets Regulation (MiCA) to establish a unified

regulatory framework for the crypto-assets market. This regulation came into effect on June 30,

2024, for token issuers, and will take effect on December 30, 2024, for Crypto-Asset Service

Providers (CASPs). MiCA represents the world’s first comprehensive regulatory framework for

the cryptocurrency industry, aiming to create an all-encompassing structure that governs the

issuance, trading, custody, and wallet services of crypto-assets.

MiCA ensures transparency, security, and stability in the crypto-assets market. Token issuers

must obtain authorization to offer their services within the EU, and CASPs must meet a series of

standards and secure authorization to operate. Below is a summary chart of the key provisions

of the EU’s MiCA regulation[10]:
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Figure 10: Classification of Crypto Assets

In addition, the EU Anti-Money Laundering and Counter-Terrorism Financing Legislative Propo-

sal, passed at the end of March this year, also includes cryptocurrency regulatory policies. As a

concrete legislative measure to complement MiCA, this proposal aims to ensure crypto-assets’

traceability.

Furthermore, the European Banking Authority (EBA) announced that cryptocurrency exchanges

will be subject to the EU Travel Rule under EU regulations to strengthen anti-money laundering

(AML) efforts.

The Basel Committee on Banking Supervision, a permanent supervisory body under the Bank

for International Settlements, has approved a framework for the disclosure and prudential stan-

dards related to banks’ crypto-asset risks. This framework is scheduled to take effect on January

1, 2026.

3.3.2 United Kingdom

Outside the EU, the United Kingdom has a relatively flexible approach to cryptocurrency regu-

lation, primarily overseen by the Financial Conduct Authority (FCA). The FCA requires cryp-
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tocurrency exchanges to register and comply with anti-money laundering (AML) regulations.

Additionally, the UK has introduced crypto-asset investment trusts.

On September 11, 2024, the UK government submitted the Digital Assets (Personal Property,

etc.) Bill to Parliament. This bill aims to formally recognize cryptocurrencies, NFTs, and real-

world assets (RWAs) as personal property and grant them legal protection.

By the end of November, the UK government plans to draft a regulatory framework for the crypto-

currency industry to mitigate concerns over the potential migration of crypto businesses under

Trump-led U.S. policies. This initiative seeks to reassure companies about their prospects in

the UK. The UK Treasury is also preparing legislation in two areas: stablecoins and a separate

regulation for staking services, excluding such services from the existing financial regulatory

framework.

3.3.3 Russia

Russia’s cryptocurrency regulatory policies are relatively complex. The Central Bank of Russia

initially regarded cryptocurrencies as illegal financial instruments and proposed plans to launch

a digital ruble. However, this year, the State Duma passed a law during its second and third

readings, permitting the use of digital currencies in cross-border transactions and exchange

trading as part of an experimental legal regime (ЭПР) starting on September 1, 2024. The la-

test policy, introduced in November 2024, has also legalized cryptocurrency mining.

3.4 Asia

Cryptocurrency regulatory policies in Asia vary significantly across countries. Some nations,

such as China, have implemented strict regulatory measures, while others, like Japan, Sin-

gapore, and South Korea, have adopted relatively lenient approaches. China has repeatedly

emphasized the risks associated with cryptocurrencies in recent years and has introduced me-

asures to restrict cryptocurrency trading and mining activities. On the other hand, Singapore

is committed to establishing itself as a global cryptocurrency hub, implementing various po-

licies and measures to support the development of cryptocurrencies. Similarly, South Korea

has an open attitude toward cryptocurrencies but has recently strengthened its oversight of

cryptocurrency exchanges to prevent illegal activities such as market manipulation and money

laundering.
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3.4.1 China

China has implemented strict regulatory policies on cryptocurrencies. In September 2017, the

People’s Bank of China and six other departments jointly issued the Notice on Preventing

Financial Risks from Token Offerings, banning ICO fundraising activities. In September 2021,

the People’s Bank of China and ten other ministries released the Notice on Further Preventing
and Dealing with the Risks of Virtual Currency Trading and Speculation, reinforcing regulations

on cryptocurrency mining and trading. This notice prohibited financial institutions and payment

platforms from offering services related to cryptocurrencies, effectively outlawing them altoge-

ther.

On August 20, 2024, a joint interpretation by the Supreme People’s Court and the Supreme

People’s Procuratorate on the Laws Applicable to Criminal Cases of Money Laundering clas-

sified transactions involving “virtual assets”as a method of money laundering.

More recently, on November 20, 2024, the Shanghai High People’s Court clarified its stance

in a virtual currency issuance financing service contract dispute. It stated that virtual currencies

have property value as commodities, and personal ownership is not illegal. However, commer-

cial entities are prohibited from unauthorized participation in virtual currency investment or token

issuance. This marks the latest development in China’s judicial approach to cryptocurrency

regulation.

Despite these restrictions, cryptocurrency trading activities in mainland China have been in-

creasing. This year, over-the-counter (OTC) trading volume has surged by more than 200%

compared to the same period in 2021.

On the other hand, China maintains a positive attitude toward blockchain technology. Shanghai

recently released its first Web3.0 Industry Report, with experts advocating for research into“to-

kenomics”to optimize regulation. This indicates that China is actively exploring how to balance

blockchain innovation with strict cryptocurrency oversight.

3.4.2 Japan

Japan has some of the world’s most stringent cryptocurrency regulations, as it was among the

first countries to legalize cryptocurrencies. The latest regulatory measures were announced on

November 8, 2024, when the Financial Services Agency (FSA) declared plans to strengthen

protections for domestic cryptocurrency investors. This move aims to enhance market transpa-

rency and security.
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In October 2024, Japan initiated a review to assess the effectiveness of its current cryptocur-

rency regulations. This review may pave the way for the country to introduce cryptocurrency

ETFs. The assessment focuses on whether Japan’s regulatory approach under the Payment

Services Act (PSA) remains sufficient.

The PSA, originally enacted in 2010, incorporated virtual currencies and exchanges into the re-

gulatory framework with the enactment of the Revised Payment Services Act in April 2017[11].

Figure 11: Japan’s Retail Payment Sector: Participants and Payment Processes

Japanese legislators have amended the Payment Services Act (PSA) multiple times to address

changes in the financial services landscape brought about by the emergence of digital cur-

rencies. The PSA recognizes Bitcoin and other cryptocurrencies as legitimate property. It also

requires cryptocurrency exchanges to register and comply with the country’s anti-money laun-

dering (AML) and counter-terrorism financing (CFT) obligations.

Additionally, Japan’s tax policies on cryptocurrencies are notably strict. For instance, the Japa-

nese government imposes taxes on cryptocurrencies like Bitcoin. Under Japan’s cryptocurrency

tax laws, citizens must report profits from digital assets under the ”other income” section of their

tax returns, rather than being subject to a uniform capital gains tax rate. Individuals may pay up

19



to 55% of their cryptocurrency earnings in taxes.

In September 2024, the Financial Services Agency (FSA), in its tax reform review documents,

stated that it is necessary to reconsider whether cryptocurrency should be regarded as a fi-

nancial asset suitable for public investment. Currently, Japan taxes cryptocurrency profits as

income, and financial regulators are evaluating whether to classify cryptocurrencies as finan-

cial assets for taxation purposes. However, as in previous cases, the implementation of such

reforms may be indefinitely delayed.

3.4.3 South Korea

South Korea’s cryptocurrency regulatory policies are relatively friendly. The latest update came

at the end of October 2024, when the Ministry of Finance announced plans to regulate cross-

border transactions involving cryptocurrencies and other virtual assets starting in the second

half of 2025. Under the new rules, businesses handling cross-border virtual asset transactions

will be required to register with authorities in advance and report transaction details to the Bank

of Korea every month.

The Financial Services Commission (FSC) had already established requirements for crypto-

currency exchanges to register and comply with investor protection and anti-money laundering

(AML) regulations. Additionally, in August 2024, South Korea delayed the implementation of its

cryptocurrency capital gains tax, originally planned for 2025, to 2027.

South Korea’s first comprehensive cryptocurrency regulatory framework has now been fully

implemented, with a focus on ensuring the safety of cryptocurrency investors. The new Virtual

Asset User Protection Act, which came into effect on July 18, 2024, imposes stricter require-

ments on digital asset exchanges, including rules on exchange reserves, cold wallets, and cu-

stodian banks. The Financial Supervisory Service (FSS), in collaboration with local exchanges,

has developed a 24-hour monitoring system to detect suspicious activities in the cryptocurrency

market.

3.4.4 India

India’s regulatory policies on cryptocurrencies are relatively complex. The Reserve Bank of

India (RBI) previously banned financial institutions from providing services related to cryptocur-
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rencies, but this ban was overturned by the Supreme Court in 2020.

On October 23, 2024, Indian media reported that the government is considering a ban on private

cryptocurrencies like Bitcoin while actively promoting the adoption of a central bank digital cur-

rency (CBDC). In July 2024, India began preparing new cryptocurrency regulations, including

requirements for cryptocurrency exchanges to register and comply with anti-money laundering

(AML) regulations. The long-delayed Cryptocurrency Bill has undergone multiple revisions and

postponements and may serve as a precursor to the implementation of the CBDC.

India has already taken steps to supervise the cryptocurrency industry, focusing primarily on ta-

xation and AML measures. This year, the successful registration of exchanges like Binance as

reporting entities marks a significant milestone in India’s cryptocurrency regulatory landscape.

India’s tax regime for crypto assets is notably stringent. The Income Tax Department (ITD)

added Section 2(47A) to the Income Tax Act, bringing virtual digital assets (VDAs) under its

scope. This classification includes all types of crypto assets, such as cryptocurrencies, NFTs,

and tokens.

3.4.5 Indonesia

Indonesia maintains relatively strict regulatory policies on cryptocurrencies. On October 22,

2024, Indonesia’s futures trading regulatory agency Bappebti announced an extension for

cryptocurrency trading platforms to obtain a Crypto Asset Trader (PFAK) License, while also

expanding the scope of market participants. The new guidelines permit legal entities and com-

mercial enterprises to trade crypto assets.

On May 8, 2024, Bappebti established a Crypto Asset Committee to oversee industry opera-

tions and compliance. Additionally, the Indonesian President directed the Financial Transaction

Reports and Analysis Center (PPATK) to monitor cases of money laundering involving crypto-

currencies and NFTs, as well as other potential tools for illicit financial activities.

In mid-March 2024, Indonesia’s Financial Services Authority (OJK) introduced new regulations

to foster technological innovation in the financial sector. These regulations, effective January

2025, will cover cryptocurrencies. Starting in January 2025, the OJK will also assume regula-

tory authority over the cryptocurrency sector from Bappebti, which currently oversees it. The

new regulatory body will require cryptocurrency companies to undergo evaluation in a sandbox

environment before receiving approval to operate in the country.
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Indonesia enforces a rigorous approval process to protect users, implementing a licensing sys-

tem for Physical Crypto Asset Traders (PFAK). These licenses authorize entities to conduct

cryptocurrency trading and provide crypto-related services.

The Bank of Indonesia initially prohibited the use of cryptocurrencies as a means of payment

and barred financial institutions from providing cryptocurrency-related services. However, as of

February 15, 2019, the Indonesian Futures Exchange Supervisory Board issued new regula-

tions formally legalizing cryptocurrency trading.

Figure 12: Value of Assets Receives in the Middle East and North Africa

3.4.6 Saudi Arabia

Saudi Arabia has yet to establish a comprehensive regulatory framework for Virtual Asset Se-

rvice Providers (VASPs), primarily focusing on central bank digital currencies (CBDCs)[12]. Ho-

wever, cryptocurrency investments have gained significant popularity. On November 14, 2024,

media reports suggested that Saudi Arabia and other Gulf oil-producing nations might be pur-

chasing Bitcoin at the sovereign level. Relevant sovereign funds are expected to disclose this

information during the Abu Dhabi Bitcoin Summit on December 9–10, 2024.
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Currently, the combined total assets under management of sovereign wealth funds like Saudi

Arabia’s PIF (Public Investment Fund), UAE’s ADIA (Abu Dhabi Investment Authority), and

Qatar’s QIA (Qatar Investment Authority) exceed $2 trillion. As these represent the world’s

largest sovereign wealth funds, their investment moves will significantly influence the global

cryptocurrency market.

In June 2024, Saudi Arabia joined the mBridge project, a cross-border CBDC pilot program led

by the Bank for International Settlements (BIS) and China. The Saudi Central Bank (SAMA)

announced its participation, stating that it would become a full member of the mBridge MVP

(Minimum Viable Product) platform. This initiative is viewed as a potential step toward reducing

reliance on the U.S. dollar in global oil trade settlements.

In January 2023, SAMA tested the use of CBDCs, focusing on privacy and financial security.

This measure was part of its broader efforts to address the growing adoption of cryptocurren-

cies while ensuring proper legal protections to combat unregulated and illegal cryptocurrency

circulation.

SAMA is also studying the economic implications, market readiness, and practical deployment

of digital currency payment solutions. Before advancing to the next phase of research, SAMA

plans to examine policies and regulatory issues surrounding digital currencies to ensure effec-

tive governance and implementation.
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Figure 13: Turkey: Unauthorized Crypto Service Providers Face Up to 22 Years in Prison

3.4.7 Turkey

In September 2024, Turkey shelved additional plans to tax stocks and cryptocurrencies, with

the Vice President announcing the decision not to move forward. On June 27, 2024, Turkey

officially passed amendments to the Capital Markets Law, introducing cryptocurrency-related

regulatory measures aimed at enhancing market transparency and investor protection[13].

The key provisions include granting the Capital Markets Board (SPK) authority to regulate cryp-

tocurrency trading and impose sanctions. Unauthorized providers of crypto-asset services may

face 3 to 5 years of imprisonment, with harsher penalties for embezzlement. While platforms

are allowed to set prices freely, they are required to monitor and prevent disruptive market be-

haviors, taking necessary measures when needed.

The SPK will also establish regulations for cryptocurrency investment advisory and manage-

ment services and issue licenses to authorized service providers. Banks engaging in cryptocurrency-

related services must obtain approval from the Banking Regulation and Supervision Agency

(BDDK).

These new policies are designed to strengthen oversight of the cryptocurrency market. Follo-

wing the introduction of these regulations, the number of applications for cryptocurrency licenses

surged. The Capital Markets Board (CMB) announced that 47 cryptocurrency companies have
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applied for licenses under the new framework.

3.5 Oceania and Africa

Figure 14: Australia to Regulate Crypto Startups Through Financial Licensing

3.5.1 Australia

Australia adopts relatively lenient regulatory policies toward cryptocurrencies. On November

10, 2024, the Reserve Bank of Australia (RBA) announced plans to trial a wholesale central

bank digital currency (CBDC) in 2025 for asset tokenization, while also exploring private forms

of digital currency, including tokenized deposits.

On the regulatory front, at the end of October 2024, the Victoria Police was granted new powers

to seize digital assets following amendments to the 1997 Confiscation Act, which introduced

Section 92A allowing the seizure of digital assets under a search warrant.

In September 2024, the Australian Securities and Investments Commission (ASIC)[14] manda-

ted that many crypto-asset companies must obtain financial services licenses under the Cor-
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porations Act, classifying certain crypto assets as financial products. ASIC plans to update its

guidelines in November 2024 to clarify categorizing and handling specific crypto tokens. The

agency has also intensified its oversight of the crypto industry, taking enforcement actions aga-

inst Kraken and the Australian Securities Exchange (ASX). As part of its efforts to combat online

investment scams, ASIC coordinated the takedown of over 600 crypto-related scams last year.

At the end of June 2024, the Australian Taxation Office (ATO) enhanced its data procedures to

identify cryptocurrency-related tax evasion. Meanwhile, the ASX has approved two spot Bitcoin

ETFs, offering investors additional options for cryptocurrency investment.

Figure 15: South Africa Approves Multiple Crypto Asset Services

3.5.2 South Africa

South Africa is emerging as a digital asset hub in Africa, with a regulatory framework conside-

red superior to those of Hong Kong, Singapore, and the United States. In the second quarter of

2024, the Financial Sector Conduct Authority (FSCA), the regulator for South Africa’s financial
services industry, issued 63 licenses to Crypto Asset Service Providers (CASPs), bringing the

total number of licensed CASPs in the country to 138[15].

On October 13, 2024, the South African Revenue Service (SARS) announced the inclusion of

crypto assets in its compliance program. The South African government is intensifying oversight
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of cryptocurrency transactions. SARS is issuing tax notices and clarifying related regulations,

with potential plans to leverage AI to identify non-compliant traders.

Under the rules of the South African Reserve Bank (SARB), individuals can purchase crypto

assets using a single discretionary allowance or a foreign capital allowance. Still, companies

are prohibited from using foreign direct investment channels to invest in crypto assets.

In early July 2024, the FSCA’s enforcement division established a task force to investigate

individuals or entities offering crypto financial services without appropriate licenses. The task

force is currently reviewing 30 cases.

At the end of May 2024, South African regulators tightened crypto asset transfer rules. The

Financial Intelligence Centre (FIC) issued a directive aligned with the FSCA’s licensing requ-

irements for 75 CASPs. The directive mandates more detailed and stringent reporting require-

ments for digital transactions.

In February 2024, the National Treasury of South Africa unveiled plans to promote virtual pay-

ment adoption. It proposed amendments to the Financial Intelligence Centre Act, requiring all

institutions to report cryptocurrency transactions exceeding 49,999 South African rand (appro-

ximately $2,650).

3.5.3 Other Regions

Cryptocurrency regulatory policies are continually evolving in other regions, such as Africa and

Latin America. Some African countries, such as Nigeria and Kenya, have already established

regulations to govern cryptocurrency trading activities.

In Latin America, several crypto-friendly nations have emerged, actively exploring the potential

of using cryptocurrencies to promote economic development and facilitate cross-border pay-

ments.
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Figure 16: Crypto Adoption Index Rankings

3.6 Comprehensive Ranking of Countries and Regions in the

Crypto Adoption Index Outside the G20

On August 30, 2024, investment consultancy firm Henley Partners released the ”Crypto Ad-

option Index 2024” report[16]. According to the report, Singapore ranked first globally in cryp-

tocurrency adoption with a score of 45.7 out of 60, as shown in the chart above. The report

assessed 28 countries, evaluating public adoption, infrastructure, innovative technologies, re-

gulatory environment, economic factors, and tax friendliness. These factors can be seen as
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indicators of the friendliness and flexibility of regulatory policies.

Outside the G20, the countries and regions included in this ranking are:

Hong Kong and the United Arab Emirates ranked second and third with scores of 42.1 and

41.8, respectively. Malta, Malaysia, and Thailand also made it into the top ten, followed by

Switzerland, Cyprus, Austria, New Zealand, Portugal, Mauritius, Panama, Spain, Luxembourg,

Hungary, Monaco, and Antigua and Barbuda. Among these are several EU member states,

which are subject to the cryptocurrency regulatory framework mentioned earlier in this article:

the Markets in Crypto-Assets (MiCA) Regulation, applicable to these EU countries.

4 Summary of Characteristics and Trends in Cryptocur-

rency Regulation in Key Regions

4.1 Significant Differences in Regulatory Policies, with Frame-

works Gradually Taking Shape:

Due to economic, political, and cultural differences, the regulatory policies on cryptocurrencies

vary significantly across major countries. Some nations, such as China, have adopted stricter

regulatory measures for cryptocurrencies, while others have taken a more lenient approach.

These differences in regulatory policies have led to a fragmented and complex global crypto-

currency market.

Major global economies, including G20 countries, are gradually establishing comprehensive re-

gulatory frameworks for cryptocurrencies[17], covering areas such as crypto asset issuance,

trading, custody, and wallet services. For instance, the European Union has begun implemen-

ting the Markets in Crypto-Assets Regulation (MiCA). Similarly, the United States is enhancing

regulatory collaboration between the Securities and ExchangeCommission (SEC) and theCom-

modity Futures Trading Commission (CFTC), with the Financial Innovation and Technology for

the 21st Century Act (FIT21) passing with broad support.
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Figure 17: G20 Roadmap for Crypto Assets

4.2 Developing a Joint Regulatory Roadmap and Strengthening

International Cooperation and Coordination:

On October 13 last year, G20 finance ministers and central bank governors issued a joint

communiqué, unanimously adopting a regulatory roadmap for cryptocurrencies[18]. This road-

map aims to enhance global financial stability and ensure that cryptocurrencies are effectively

managed within the international economic framework. Addressing existing data gaps in the

cryptocurrency market is also a key objective of the framework. This collective effort seeks to

strengthen macroeconomic and financial stability while promoting the effective and flexible im-

plementation of a comprehensive policy framework for crypto assets. Additionally, G20 leaders

underscored the need for clear tax treatment of crypto assets.

Given the cross-border and anonymous nature of cryptocurrencies, G20 countries broadly reco-

gnize the importance of enhancing international cooperation and coordination. In recent years,

G20 nations, under the guidance of international financial organizations such as the Interna-

tional Monetary Fund (IMF) and the World Bank, have intensified collaboration and dialogue

on cryptocurrency regulation. By sharing information and experiences, coordinating regulatory

measures, and establishing international standards, G20 countries are collectively addressing

the challenges and risks posed by cryptocurrencies. Strengthening international coordination is

essential to prevent cryptocurrencies from undermining macroeconomic and financial stability.
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Figure 18: G20 Roadmap for Crypto Assets(Part ||)

4.3 Strengthening Investor Protection andCombating Illegal Ac-

tivities While Promoting Technological Innovation and De-

velopment:

Major countries worldwide generally emphasize investor protection and combating illegal acti-

vities in cryptocurrency regulation. On one hand, nations are enacting relevant laws to regulate

cryptocurrency trading activities, safeguarding investors from potential harm. On the other hand,

efforts to combat illegal activities such as money laundering, terrorist financing, and tax evasion

using cryptocurrencies are being intensified to maintain financial stability and security.

Although regulatory policies on cryptocurrencies vary among countries, there is a shared re-

cognition of the importance of technological innovation and industrial development in the cryp-

tocurrency market. For example, countries like Singapore and South Korea have introduced

policies and measures to support cryptocurrency-related technological innovation and indu-

strial growth. These include tax incentives, funding support, and talent acquisition programs.

Such initiatives contribute to fostering the healthy development of the cryptocurrency market

and enhancing its technological innovation capacity.
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Figure 19: G20 Asset Policy Progress Report

On October 22, 2024, the Financial Stability Board (FSB) released the G20 Crypto-Asset Policy

Implementation Progress Report[19]. This report aims to promote the implementation of policy

frameworks, enhance institutional capacity outside G20 member jurisdictions, and strengthen

global coordination, cooperation, and information sharing. The progress report reflects the ad-

vancements made by G20 countries in executing the Cryptocurrency Regulatory Roadmap.

5 Impact and Recommendations on Cryptocurrency Re-

gulatory Policies in Major Countries and Regions

5.1 Impact of Regulatory Policies:

The cryptocurrency regulatory policies of major countries and regions have significantly and

multifacetedly impacted the cryptocurrency market. Globally, these policies exhibit diverse cha-

racteristics.

On the one hand, strict regulatory policies have helped to regulate market order and reduce
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illegal activities and fraud. For example, regulatory measures in the United States and the Eu-

ropean Union require cryptocurrency trading platforms to report user transactions and impose

stricter oversight on non-custodial wallets. These measures help combat money laundering and

terrorist financing, enhancing financial market stability.

On the other hand, the variation in regulatory policies among countries has led to market frag-

mentation, presenting significant compliance challenges for cryptocurrency businesses. For in-

stance, China has completely banned cryptocurrency mining and related business activities,

while some emerging market countries adopt relatively lenient regulatory approaches. As a

result, businesses face the complexity of navigating different regulatory environments when

planning their global strategies.

Moreover, regulatory uncertainty and frequent policy changes profoundly impact investor confi-

dence. Clear and consistent regulatory policies can boost investor trust in the market, attracting

more participants. Conversely, policy uncertainty can erode investor confidence and contribute

to market volatility. For example, differing attitudes toward cryptocurrencies among U.S. political

parties may create regulatory uncertainty, influencing investor decisions and market dynamics.

5.2 Recommendations for Current Cryptocurrency Regulatory

Policies in Major Global Countries

5.2.1 Recommendations for Regulatory Authorities:

Strengthen International Cooperation

The global nature of the cryptocurrency market highlights the importance of international col-

laboration. Governments should leverage platforms like the G20 to enhance communication

and coordination with other nations, jointly establishing unified regulatory standards and poli-

cy frameworks. This approach can mitigate the risks associated with cross-border regulatory

arbitrage and policy discrepancies. For instance, drawing inspiration from the G20 leaders’ jo-

int communiqué, which unanimously adopted a cryptocurrency regulatory roadmap, authorities

can address existing data gaps in the crypto market and enhance global financial stability.

Continuously Refine Regulatory Policies

Governments should closely monitor developments in the cryptocurrency market, adapting and

refining regulatory policies in response tomarket changes.When crafting regulations, it is critical
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to balance fostering innovation and mitigating risks. The aim should be to protect investor inte-

rests while providing innovative businesses with sufficient room to grow. For example, adopting

a regulatory sandbox approach allows innovative companies to experiment within a controlled

regulatory environment, enabling them to explore new business models and technological ap-

plications.

5.2.2 Recommendations for Cryptocurrency Enterprises

Strengthen Compliance Frameworks

Cryptocurrency enterprises should closely monitor regulatory changes across jurisdictions and

establish robust compliance systems to ensure their operations align with local laws and regu-

lations. For instance, cryptocurrency trading platforms should enhance user identity verification

(KYC), implement anti-money laundering (AML) and counter-terrorist financing (CTF) measu-

res, and adhere to reporting requirements. Additionally, businesses should improve information

disclosure to increase transparency, helping investors better understand market risks.

Promote Industry Self-Regulation

Enterprises can actively participate in industry association activities to collaboratively develop

standards and guidelines, thereby fostering self-regulation and enhancing the industry’s overall

reputation and credibility. For example, forming a cryptocurrency industry association to draft a

self-regulatory code of conduct can improve oversight of member companies and elevate ove-

rall compliance standards within the sector.

Enhance Technological Innovation

Businesses should invest more in research and development to improve the security and sca-

lability of cryptocurrency transactions. By leveraging advanced encryption techniques, multi-

signature technology, and smart contracts, enterprises can enhance transaction security and

reduce hacking and fraud risks. Additionally, companies should explore emerging scalability

technologies like the Lightning Network and sidechains to increase transaction throughput and

speed, boosting the market’s competitiveness.
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5.2.3 Recommendations for Investors

Increase Risk Awareness

Investors should understand the risks and characteristics of the cryptocurrency market and ma-

ke rational investment decisions. Given the market’s high volatility and uncertainty, investors

must recognize potential risks, such as price fluctuations, regulatory changes, and technologi-

cal vulnerabilities, when investing in cryptocurrencies.

Pursue Continuous Learning and Research

Investors should continually enhance their cryptocurrency market knowledge to improve finan-

cial literacy and risk assessment capabilities. Understanding cryptocurrencies’ technological

principles, market trends, and regulatory policies can enable investors to make more informed

decisions.

Diversify Investments

Investors should avoid allocating all their funds to the cryptocurrency market. Instead, they sho-

uld adopt a diversified investment strategy to spread risk. This can include allocating funds to

traditional financial assets such as stocks, bonds, mutual funds, and tangible assets like gold

to lower overall portfolio risk.

6 Conclusion

In this article, we have conducted an in-depth exploration of the cryptocurrency regulatory po-

licies across major countries and regions worldwide, providing readers with a comprehensive

perspective to understand the complexity and dynamic changes in the current global crypto-

currency regulatory landscape. By systematically reviewing the regulatory policies of G20 co-

untries, we have not only highlighted the characteristics and trends of various policies but also

analyzed their impact on the global cryptocurrency market. We believe that international coope-

ration and coordination will play an increasingly vital role as the cryptocurrency market matures

and global regulatory frameworks become more refined.

For regulatory authorities, we recommend strengthening international cooperation to jointly de-

velop regulatory roadmaps that address the challenges of cross-border cryptocurrency trans-
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actions. We suggest closely monitoring regulatory developments for cryptocurrency enterprises

to ensure compliance while leveraging technological innovation to improve service quality. For

investors, we encourage heightened risk awareness, rational asset allocation, and attention to

how regulatory policies affect the market.

Overall, as an emerging asset class, the formulation and implementation of cryptocurrency re-

gulatory policies are critical to the market’s healthy development. We look forward to seeing

regulators, businesses, and investors work together to promote a more transparent, secure,

and efficient cryptocurrency market. With continuous technological advancements and streng-

thened global collaboration, we are confident that the cryptocurrency market will witness a more

stable and prosperous future.
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